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Agenda

- BIKE 4th-Round

. A data-oblivious rejection sampling algorithm

. Updated performance numbers



BIKE Recap

Niederreiter-based KEM instantiated with QC-MDPC codes
Leverage Fujisaki-Okamoto Transform®

State-of-the-art QC-MDPC Decoding Failure Rate analysis?
Black-Gray-Flip Decoder implemented in constant time?

1: For a detailed analysis of the FO transform applied to BIKE, see: [DGK+'21].
2: For a comprehensive discussion on Decoding Failure Rate of BIKE decoders, see [Vas'21].
3: For BGF decoder implementation strategies, see [DGK’20].



What have we changed?

e A minor refinement

* We have changed how we implement the hash function H to be data-oblivious

* Otherwise, BIKE remains very stable
* No changes to the proposed parameters
* No changes to the overall algorithmic specification

* No changes to the decoding strategy®

4: [PT’22] proposes a potentially faster decoder but it does not consider nearby-codewords (as done in BGF decoder)



BIKE - 4th Round Spec

KeyGen : () — (ho,h1,0),h Encaps: h+— K, c
Parameters
Output: (hg,h1,0) € Huy XM, h € R | Input: h € R
1: (ho, hy) L H, > (D OUtPUt; KeK,ceRxM r : block length
2: h < hihg! 1: m«M w : row weight
3: 0 M 2: (eg,€1)  H(m) t 1 error weight
3: ¢  (eo+ eth,m @ L(ep, e1)) { : shared secret size 1
4: K + K(m,c) M : message space in {0,1}'

e amacn e
Decaps : (hg, hy,0),c— K K : key space in {0, 1}

Input: ((ho, h1),0) € Hy X M, c= (cp,c1) E R X M

Output: K € K
1: € « decoder(cohg, ho, h1) >e € R2U{Ll}
2: m' < ¢; ® L(e") > with the convention L = (0,0)

3: if ¢’ = H(m') then K + K(m/,¢) else K «+ K(o,c¢)

(1): D a distribution stemming from Algorithm 3, the constant weight sampler of §2.4

NOTATION Functions

F: Binary finite field.

R: Cyclic polynomial ring F[X]/(X" — 1). ;

Ho: Private key space {(ho,hll) G]/'7(22 | |h0|)= |hi| = w/2} * HighM-a

& Error space {(eg,e1) € R? | |eo| + |e1] = t} e KiMXRXxM—=K.
lgl: Hamming weight of a binary polynomial g € R. e L:R2 5 M

ueU: Variable u is sampled uniformly at random from the set U.

@: exclusive or of two bits, componentwise with vectors




Change for 4th-Round:

A data-oblivious
algorithm for H

BIKE - 4th Round Spec

KeyGen : () — (ho,h1,0),h Encaps: h+— K, c

Output: (hg,h1,0) € Huy XM, h € R | Input: h € R
1: (ho, hy) 2 Hay, s (1) Output; KeK,ceRxM
2: h « hyhg! L meM

3: 0 M WH(m)
T C 4— (eo + elhs m & L(e()) 61))

S

4: K + K(m,c)
| Deeaps (ho, h1,0),c— K

Input: ((ho, h1),0) € Hy X M, c= (cp,c1) E R X M

' + decoder(cohg, ho, h1) >e € R2U{Ll}
: c; ® L(e') > with the convention L = (0,0)
3: if ¢’ = H(m') then K + K(m/,¢) else K «+ K(o,c¢)

(1): D a distribution stemming from Algorithm 3, the constant weight sampler of §2.4

NOTATION Functions

F: Binary finite field.

R: Cyclic polynomial ring F[X]/(X" — 1). ;

Ho: Private key space {(ho,hll) G]/'I(Z2 | |h0|)= |hi| = w/2} * HighM-a

& Error space {(eg,e1) € R? | |eo| + |e1] = t} e KiMXRXxM—=K.
lgl: Hamming weight of a binary polynomial g € R. e L:R2 5 M

ueU: Variable u is sampled uniformly at random from the set U.

@: exclusive or of two bits, componentwise with vectors

Parameters

r 1 block length

w : row weight

t : error weight

( : shared secret size

M : message space in {0, 1}£
K : key space in {0,1}"



Constant-Time
Rejection Sampling

. [GHJ+'21]

A variable-time rejection sampling algorithm used to produce fixed-weight
vectors can lead to side-channel attacks in both HQC and BIKE>

- In BIKE, the time variability can be used to distinguish decoding failures
« Select m such as H(m) has a very distinct number of rejections (vs. the average case)
« In Decaps, if time greatly differs from the one expected for the right H(m) -> decoding failure

* Once enough decoding failures are identified, [GJS’18] attack can be be applied

>: Note that this attack would be restricted to the static-key setting (IND-CCA security)



Data-Oblivious
Rejection Sampling

Old Variable-Time Rejection-Sampling Algorithm (BIKE Round 3) New Data-Oblivious Rejection-Sampling Algorithm [Sen’21]
Algorithm 3 WSHAKE256-PRF(seed, wt, len) Algorithm 3 WSHAKE256-PRF(seed, len, wt)
Require: seed, wt (32 bits), len Require: seed (32 bytes), len, wt
Ensure: A list (wlist) of wt bit-positions in [0,...,len — 1]. Ensure: A list (wlist) of wt distinct elements in {0,...,len —1}.
1: wlist= ¢; ctr =0;1=10 1: wlist « () > empty list
2: s = SHAKE256-Stream(seed, oc) > oo denotes "sufficiently large" 2: 80, ..., 8u—1  SHAKE256-Stream(seed, 32 - wt)
3: mask = (2¢¢illlog2len) _ 1) > parse as a sequence of wt non negative 32-bits integers
4:| while ctr < wt do | 3: fori=(wt—1),...,1,0 do > ¢ decreasing from wt — 1 to 0
5: pos = s[32( + 1) — 1 : 32i] & mask > & denotes bitwise AND 4 pos < i + | (len — i)s;/2%|
6:  if ((pos < len) AND (pos ¢ wlist)) then 5. wilist « wlist, (pos € wlist) ? i : pos
7: _ wlist1= wlist U {pos}; ctr = ctr + 1, 8 et velist
1=1+ .

8: return wilist

. The new rejection-sampling algorithm is:
Data-oblivious (it doesn’t depend on the input)
. It introduces a small bias that does not impact security®
. It can be used in KeyGen step 1 as well (to minimize binary size)

6. A comprehensive analysis supporting this claim is presented in Sections 3 and 4 of [Sen’21]



Updated Performance Numbers

BIKE Additional Implementation

* Developed by Nir Drucker, Shay Gueron, and Dusan Kostic
* Available at: https://github.com/awslabs/bike-kem

No support to vector-PCLMUL

Level 1 Level 3
KeyGen 602 1,825
Encaps 130

Decaps 1,185 3,956

Intel(R) Xeon(R) Platinum 8175M CPU @ 2.50GHz

Supports vector-PCLMUL

Level 1 Level 3
KeyGen 371 1,064
Encaps 96 205
Decaps 1,194 3,532

Intel(R) Xeon(R) Platinum 8375C CPU @ 2.90GHz

Measurements given in kilo cycles


https://github.com/awslabs/bike-kem

Conclusion

* The BIKE team would like to thank the community for the significant amount of work produced on BIKE
 The [GHJ+'21] attack is a clever idea that would affect a variable-time implementation of H in the static-key setup
* The fix to this side-channel attack is simple and doesn’t incur in any significant performance penalty

* |t also allowed us to converge to a single rejection sampling algorithm for all KeyGen, Encaps and Decaps

Thank you

https://bikesuite.org
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Questions?

https://bikesuite.org



